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Basic principles of computers (electrical circuits and their calculations, number systems, logical
functions, adjustment and minimization of logical functions).

Basics of microprocessors (basics of microprocessor architecture, processor components, processor
division, CISC and RISC architecture, machine instructions and their processing, buses and their
meaning, DMA, interrupt principle).

Basics of computer architecture (basic computer components, motherboard and its functions, chip
set, microprocessors, processor microarchitecture, microprocessor properties, microprocessor
communication with the environment, PCI and its modifications, PC interface, USB).

Computer memories (division of memories, basic parameters of memories, hierarchical memory
systems, registers, cache, ROM and RAM, newer types of DIMM memories, disk memories, physical disk
structure, logical disk structure, removable storage media).

Operating system principles (microkernel and monolithic kernel, process, threads and states, CPU
allocation methods, memory allocation methods, process synchronization).

File systems and data structures (file system principles, file attributes, file operations, mapping a file
to virtual memory, internal file structure, sequential and direct file access, VFS in Linux, forced and
unforced file locking).

RM ISO/0SI and TCP/IP (Description and comparison of the ISO/OSI and TCP/IP models, the
fundamental communication protocols of TCP/IP and their functions, RFC documents, the principle and
implementation of layer addressing (PDU names), and the principle of operation of model-based
networks).

Routing and switching (Basic principles of switching and routing, basic protocols for L2 and L3
communication control, roles of MAC and IP addresses in the data communication process, routing
algorithms, topology, roles and functions of router and switch).

Windows operating systems (Windows architecture and its subsystems, system processes - smss.exe,
csrss.exe, winlogon.exe, svchostl.exe, etc.), server operating systems boot model).

Linux operating systems (Linux and GNU, system start, modern kernel architecture, kernel and kernel
external interface, control basics - shell, system calls, signals and response to signals, communication
using routers and messages, udev daemon, systemd, crond, memory management in Linux).

General principles of the Internet of Things (IoT) (IoT characteristics, [oT applications, [oT system
components and their description, feedback, IoT and privacy, IoT reference models and their
characteristics, analog/digital signal and conversion between them, constrained devices).

Communication and security in IoT (Networking technologies, communication models in 10T, lower
and higher layer protocols, edge/fog/cloud computing, wireless sensor networks, SMART concept,
security at device, communication and application level, threat and vulnerability assessment process).



13. Principles of object-oriented programming (Basic concepts (statement, variable, type, function),
principles of object-oriented approach (terms, concepts, properties). Visualization of the object model
and its implementation).

14. Data representation and their processing (array, list, sequence: their object representation, basic
algorithms, collections. Streams and file processing, object persistence, data processing in CSV, JSON and
XML formats).

15. Data structures (basic data structures and their principles, queue, stack, array, linked list, cyclic linked
list, queue and stack implementation, circular buffer, associative array).

16. Creating user interface (Ul components, component layout, responsive Ul. Event-driven programming.
Interfaces (programming constructs) and inner classes. Model-View-Controller and related
approaches).

17. Network and multitasking applications (Basic concepts (client, server, protocol, socket). Network
communication principles. Multitasking applications. Client-server model, server types, parallel request
processing).

18. Publishing on the web (Markup, styling, and scripting languages. Responsive design, implementation
methods. Accessibility, principles, implementation techniques. Design, development, and testing of
websites. Document object model, application programming interface of browsers).

19. Object-oriented modeling (purpose of models, object and class, principles of object-oriented design,
analysis and design class diagram, UML, association, generalization).
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