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uvob

Vyzkumné téma se zabyvd kyberSikanou v obdobi ¢asné a stfedni adolescence.
V Uvodni ¢asti zkouma postoje adolescentl k informacnim a komunikaénim technologiim,
k virtudlnimu prostredi a ndsledné zjistuje postoje ke kybersSikané. Jsou zde zohlednény role
obéti a agresora, nahliZzen je kontext realného a virtudlniho prostiedi ve vztahu k realizaci
agresivniho chovani. Nedilnou soucasti analyzy je zjisténi subjektivnich predpokladi
motivace zkoumanych adolescent(l k agresivnimu chovani ve virtualnim prostfedi. Rovnéz je
zjistovano predpokladané chovani adolescentl v roli obéti. V ramci zpracovani tématu se
pfedpokladd wvyuZiti dotaznikl(, modelovych situaci, doplnénim je hand test. Zpracované
téma v kontextu napft. se subjektivnimi pfedpoklady motivace neni zatim v ¢eské provenienci
Casté a svym charakterem pfispivd k hlubsi analyze obdobi adolescence v soucasné
medializované spolecnosti i k rozvoji socialni pedagogiky jako oboru.

Adolescenci mlGzeme diferencovat na fazi ¢asnou, stfedni a pozdni. Vyznamnou hodnotou
pro adolescenty jsou sebepojeti, sebereflexe a seberegulace. Proces sebereflexe a
hledani vlastni identity v obdobi adolescence se odehrava v konkrétnim kulturnim i socialnim
prostiredi. Kromé odpovédi na otazku ,kdo jsem” je pro adolescenty dileZité védomi vlastni
stability, kompetence a pohody. Zejména v pozdni adolescenci jsou Casté otdzky tykajici se
vlastniho mista a smérovani, ale také otazky smérujici ke spokojenosti s vlastnim Zivotem
(Macek, 2003).

Diferenciace adolescence dle Macka (2003) pfindsi ndsledujici charakteristiky v konkrétnich
jednotlivych fazich:

e C(asna adolescence zahrnuje obdobi od deseti do tfinacti let je charakteristicka
pfedevSim zménami télesnymi. Psychické a socidlni zmény se déji v dlsledku
pubertalnich zmén a prikladem je mimo jiné také zvySeni zdjmu o vrstevniky
opacného pohlavi. (Macek, 2003) Soucasni ¢asni adolescenti mohou svlj zdjem o
vrstevniky rozsifit o online pratelstvi s vrstevniky zrlznych svétovych kultur.
Pfipadné jim virtualni prostfedi socidlnich siti nabizi mozZnosti k uzavirani pratelstvi
s témi, které znaji vyhradné v online prostredi. (Slaninova, Havigerova, 2011)

e Stredni adolescence zacina od 14 let a konci v 16 letech. Jde o obdobi vlastnich dvah
a hodnoceni adolescent(. V této fazi miZzeme nejvice pozorovat tzv. specificky Zivotni
styl adolescent(, ktefi se snazi odliSovat naptiklad oble¢enim, preferuji specifickou
hudbu. (Macek, 2003) Hodnoceni a sebehodnoceni mlze v soucasné dobé probihat
pravé prostrednictvim informacnich komunikaénich technologii. Déje se tak v ramci
raznych ,sekci”, napf. na socidlnich sitich, jako je hlasovani, chaty, sdilend témata,
blogy, statusy, profily... (Slaninova, Havigerova, 2011)

e Pozdni adolescence se datuje od sedmnacti let a konéi kolem dvacatého roku. Tato
faze explicitné sméruje k dospélosti, je zde akcentovan sociadlni aspekt identity —
potfeba nékam patfit, néco sdilet s druhymi. Kromé toho se v této fazi adolescent
zaobird myslenkou své osobni perspektivy ve vztahu ke své budouci profesi, ale i
s ohledem na své partnerské vztahy. (Macek, 2003)



Kybersikana (cyber bullying) byva oznacovana jako jednani, kdy agresor vyuziva elektronické
prostfedky k ublizovani druhym. Podobné o kybersikané hovofi napf. Hinduja, Patchin (2008,
s. 152): ,Kybersikana je zneuZiti ICT k cilenému ubliZovani a obtéZovdni obéti”. Smith,
Mahdavi, Carvalho a kol. (2008, s. 376) definuji kybersikanu jako: , umysiné, opakujici se a
neprdtelské chovdni jedince nebo skupiny s cilem ubliZit obéti za pouZiti informacnich a
komunikacnich technologii.” Mesch (2009, s. 387) oznacuje kyberSikanu jako: ,uZivdni
informacnich a komunikacnich technologii k umysinému zrariovdni druhych.”

Jednd se napf. o hlasovani, diskuse a pomluvy na ucet konkrétniho jedince, s cilem mu
ublizit, ponizit ho, zesmésnit. Z vyzkumného Setfeni projektu E-bezpeci mj. vyplyva, ze témér
polovina Ceskych déti je vystavena nékteré zforem kybersSikany. V ramci vyzkumu byly
sledovany nejcastéjsi projevy kyberSikany, mezi které patfi napf. dehonestujici Utoky
(nadavky, urazeni nebo poniZovani realizované pomoci textovych zprdv, e-mail(i, na chatu,
v diskuzi a ddle publikaci zesmésnujicich fotografii, audio nebo audiovizuadlnich nahravek),
vyhroZovani a vydirani, itoky na elektronické ucty (e-mailové, diskuzni, ucty ke vzdélavacimu
prostiedi atp.) a jejich manipulaci, pripadné zneuziti napt. ke kybersikané. Z vyse zminénych
projevd jsou déti nejcastéji vystaveny nadavkam, urdazkdm nebo ponizovani v rdmci SMS
zprav, e-mailll, na chatu nebo v diskuzi, dale musi resit napadeni svého elektronického uctu
nebo vyhrlzky a zastraSovani. (Krejci, Kopecky, 2009)

RESENiI A VYSTUPY PROJEKTU

Cile projektu
Tento specificky vyzkum byl zaméren na nasledujici diléi cile:

1. Ziskani, analyza a interpretace dat o postojich adolescentt
k informaénim a komunikacnim technologiim.
2. Ziskani, analyza a interpretace dat o postojich adolescentd ke

kybersikané.

3. Zjisténi subjektivnich predpokladli motivace k agresivnimu chovani adolescent(
ve virtudlnim prostredi.

4. Zjisténi predpokladaného chovani ¢asnych a stfednich adolescent(i v roli obéti pfi
setkani s kybersikanou.

5. Zjisténi vztahu agresivniho chovani v realném a virtualnim prostredi.

6. Poukdzani na mozZnosti pedagogickych pracovnikll a poradenskych pracovnik(
v pomahajicich profesich, na ulohu skoly pfi tvorbé napf. preventivnich programu.

7. Zaclenéni vysledkd vyzkumnych Setfeni do sylabld predmétl Vychovné
poradenstvi, Zaklady krizové intervence, Krizovd intervence a Sociadlné
psychologicky vycvik.

Projekt se soustfedil na vySe uvedené cile vtomto ¢asovém sledu —viz tab. ¢. 1.

Tabulka €. 1: Casovy harmonogram

bfezen 2011 = vytvoreni pracovniho tymu, rozdéleni zodpovédnosti za
oblasti
= vybér a vytvoreni metody vhodné pro ziskani




pozadovanych udajl

bfezen a duben 2011 = pilotni nasazeni zvolené metody, jeji dalsi specifikace a
doplnéni na zakladé potreby, terénni Setfeni
kvéten - Cerven 2011 = analyza ziskanych dat z dotazniku
Cerven —zari 2011 = analyza ziskanych dat z modelovych situaci
= zpracovani prispévkd do odborného tisku a na konferenci v
zahranici
zafi — listopad 2011 = prezentace dil¢ich zavér( a zkuSenosti na konferencich,

v odborném tisku a seminarich

listopad 2011 = aplikace ziskanych namétu do sylabl vybranych predmét(;

prosinec 2011 = z4vérecna zprdva

Resitelsky kolektiv

Realizace projektu probihala od jara roku 2010 pod vedenim fesitelky Mgr. Gabriely
Slaninové.

Na projektu se velkou mérou podileli i studenti magisterskych studijnich programf

Socialni pedagogika:

Realizace a zpracovani vysledkd z dotaznikd, modelovych situaci a hand testu:
Lucie Novotna, Petra Sochorova, Michaela Vackova

Vlastni FeSeni projektu

Projekt vychazel z obsahové analyzy dostupnych odbornych pramend.

Dalsim vyzkumnym nastrojem bylo dotaznikové Setfeni, s pfedpokladanym oslovenim
cca 200 respondent(l. Celkové bylo nakonec osloveno 250 respondentl. Data ziskana
prostifednictvim dotaznikového Setfeni byla podrobena statistické analyze. P¥i
vyplnovani dotaznikd adolescentiim asistovali studenti. Za vyuziti dotaznik(i bylo mj.
zjiSténo, Ze adolescenti denné vyuzivaji ICT, byly prokdzany rozdily v motivech u
chlapct a divek. Chlapci vyuZivaji virtualni prostiedi k online hrdm a travi zde cas,
kdyZz se nudi, divky naproti tomu vyhleddvaji virtuadlni prostfedi pro moZnost
komunikovat a byt vkontaktu s ostatnimi. Ztoho wvyplyva i rovina setkavani
s kybersikanou. Bez rozdilu pohlavi se respondenti shoduji v ndzoru, Ze kybersikana je
nebezpecnd a striktné ji odmitaji. Z 250 respondentl se s kybersikanou setkalo
necelych 20 jedincll a to pouze jedenkrat, nikoli opakované.

Nosnou metodou sbéru dat byly modelové situace realizované ve fokusnich
skupinach za spoluprace student(. Tato metoda pfinesla zjisténi o predpokladanych
motivech k agresivnimu chovani ve virtuadlnim prostredi a potvrdila predpokladany
vztah redlného a virtualniho prostfedi vtématu kyberSikany mezi adolescenty.
Nejcastéjsimi predpokladanymi motivy pro agresivni chovani ve virtualnim prostredi
byl negativni vztah k obéti a tendence pomstit se za stejné jednani utocnikovi. V roli




obéti se lisily odpovédi chlapcl a divek na tendenci reagovat smérem k vyporadani se
s kybersikanou. Chlapci, oproti divkdm, znacné vice inklinuji k pomsté, castéji by se
obratili na policii, maji tendenci sejit se s kyberagresorem tvari v tvar. Divky naproti
tomu vice €asto vyhledaji socidlni oporu u svych blizkych.

. Dopliujici vyzkumnou metodou bylo vyuZiti hand testu. Na zdakladé zpracovani
vysledk( se potvrdila tendence chlapcl reagovat spiSe pfimou fyzickou agresi oproti
divkam, které inklinuji k agresi nepfimé, verbalni.

. Zakladni soubor vyzkumného 3Setfeni tvofili adolesecenti v CR. Adolescenti byli
vybrani specificky, protoZze v této kategorii se setkdvame s maximalnim vyuzZivanim
informacnich a komunikacnich technologii. Orientacni ovéreni aktudlni situace u
adolescentll se mulzZe stat podkladem pro eventualni navrhy program( primarni
prevence na Skoldch, pfipadné muize byt vyuZito pfi vyuce informatiky.

Cilovou skupinu projektu tvofili adolescenti ve vékovém rozmezi 11-15 let (obdobi
Casné a stredni adolescence).

Vystupy projektu
1. Vysledky vyzkumu byly publikovany za spoluautorstvi studentek na zahrani¢ni
konferenci a v odborném tisku (Turecko, 2011, Media4u, 2011 viz pfiloha B).

2. Ziskané vysledky byly komparovany sodbornymi prameny, popf. obdobné
zamérenymi Setfenimi realizovanymi u nas ¢i v zahranic¢i. Naméty a vystupy pro praxi
byly predany zédkladnim a stfednim Skoldam, kde byl prizkum realizovan.

3. Na podzim byly dil¢i vysledky a vystupy konzultovany s odborniky v CR (Praha, Brno).
Na zakladé téchto diskusi, komparaci ziskanych vysledkd s obdobnymi Setfenimi
a naslednych analyz jsou nékteré vystupy zacleriovany do obsahu predmétd vychovné
poradenstvi, Zaklady krizové intervence, Krizova intervence a Socidlné psychologiky
vycvik.

4. Obsahova analyza vybranych vysledkd slouzi jako pilotni studie planovaného
vyzkumného projektu SV (pfipadné GACR) pro rok 2012. Byla zahdjena odbornd
diskusni setkani scilem pfipravy podkladli pro podani projektu - specifikace
projektového zdmeéru, cilové skupiny a aktivity, rozsifeni teSitelského kolektivu,
partnerstvi (tuzemské i zahrani¢ni), finan¢ni ndro¢nosti reSeni apod.



VYDAJE NA RESENi PROJEKTU

Vsouladu s planovanymi vydaji se podafilo pokryt zakladni naklady na realizaci
zaméru. Rozpocet byl rozplanovan na pokryti tfi oblasti — stipendia student( podilejicich se
na realizaci projektu, dal$i ndklady a nutné materialni zabezpeceni souvisejici se zamérem.
Cerpani pridélenych prostfedkd vzhledem k planovanému rozpoétu je uvedeno v tabulce ¢.
2.

Tabulka €. 2: Prehled ¢erpani schvdlenych financnich prostredki

Planovano Vydaje Pre:sah’y
oproti planu
1. [Stipendia 18 300 0
Novotna 6 100 6 100 0
Sochorova 6 100 6 100 0
Vackova 6 100 6 100 0
2. | Materialové naklady 5700 0
Odbornd zahranicni
literatura 3 000 1869 -1131
Desky s drukem 0 729 +729
Poradac pakovy 0 1422 +1422
Tonery cartridge 1700 1680 -20
Papir bily 1000 0 -1000
3. | Dalsi naklady 1 000 - 1000
Konferencni poplatky
(ndklady pfesunuty do
polozky sluzby) 1000 0 -1000
4. |Sluzby 4000 + 2000
Preklad a korektury textu
(anglicky jazyk) 4000 5000 +1000
Zhotoveni posteru na
konferenci 0 1000 + 1000
5. |Cestovné 1000 - 1000
Vydaje spojené s cestou
na konferenci (naklady
presunuty do polozky
sluzby) 1000 0 - 1000
Celkem 30 000 30 000 0




Zdtivodnéni cerpani jednotlivych polozek

Spotrebni materidl byl vyuZit v rdmci tvorby a pfipravy dotaznikového Setfeni, v ramci jeho
distribuce, zdznamu a uchovani dat. Dale byl vyuZit pro prezentaci vysledk(i Setfeni
a publikaéni vystupy.

Materidlové naklady:

e zakoupena odborna literatura byla vyuZita pro obsahovou analyzu odbornych
pramenu

Stipendia:

e stipendia studentim ve spojitosti se sbérem, zpracovanim a analyzou dat
z dotaznikd, modelovych situaci a hand testu

Dalsi naklady:

e konferencni poplatky pro fesitele nebyly vyuZity afinancni prostfedky byly se
souhlasem pana prodékana Hefmana presunuty do polozky sluzby a dle planu
vyCerpany (viz pfiloha C)

Sluzby:
e vydaje spojené s prekladem textu a korekturou textu a posteru v anglickém jazyce
Cestovné:

e cestovné nebylo vyuZito a financni prostiedky byly se souhlasem pana prodékana
Hefmana presunuty do polozky sluzby a dle planu vycerpany

V Hradci Kralové dne 2. 1. 2012




PRILOHY

Priloha A — Vzor dotazniku a modelovych situaci

Priloha B - Prispévky pfednesené na konferencich a pfispévky publikované v odborném tisku
(v tisténé podobé)




Priloha A

Dotaznik
1. Jsem: chlapec — divka
2. Co se ti jako prvni vybavi, kdyz se fekne kyberSikana? ...
3. Jak bys charakterizoval, co je kyberSikana, n¢komu, kdo tento pojem slysi poprvé: ...
4. Odkud vis o kybersikané? Kde vsude jsi o ni ¢etl-a/slysel-a:
0 .. 0
0 .. 0
0 .. 0
5. Kybersikanu:  naprosto odmitam — spise odmitam —nejsem proti — jsem pro
6. Kybersikana je pro mé:  zajimavy jev — moderni jev — nebezpecny jev — jiné (dopln):...
7. Zaiil jsi nekdy kyberSikanu na vlastni kGzi?  ano opakované — ano jedinkrat — ne
a. Pokud ano, popis, o co Slo: ...
8. Uz sis nékdy na nékom vyzkousel kyberSikanu?  ano opakované — ano jedinkrat — ne
a. Pokud ano, popis, o co Slo: ...
9. Mas vlastni mobilni telefon?  ano — ne (pokud ne, sko¢ na otazku ¢. 10)

a. Jak Casto ho pouzivas? ...
b. Co té nejcastéji vede k jeho pouzivani? Vyjmenuj motivy

o .. U
o .. U
o .. U

c. Co té nejlépe charakterizuje: Zivot bez mobilu si...
U  nedokadzu predstavit
U dokazu predstavit, ale nerad-a
U bez problému dokadzu predstavit

10. Mas k dispozici pocitac?

0 ano, viastni
U spolecny se sourozenci/rodici
U nemdm
a. Jak Casto ho pouzivas? Doplii: ...
b. Oznac vSechny programy/ funkce, pouzivas — potom podtrhni, co pouzivas nejcastéji

internet

email

blog

PC hry

online hry

1CQ

chat

skype

facebook

jiné socialni site: ...

I Y A A B



Modelové situace pro roli kyberobéti
1) Nékdo Ti zac¢ne posilat obtézujici, vyhruzné nebo Tobé neprijemné zpravy formou sms,
mailem nebo po icq. Co budes za takovych okolnosti nejspis délat?

e Volna odpoved™:

e Nakolik je to podle Tebe ohrozujici? (vibec) * ¢ + <+ (max.)
e Nakolik by sis védél rady? (vibec) * <+ ¢ ¢ (max.)
e Nakolik Ti pfijde pravdépodobné, ze se to stane? (vibec) * + + + (max.)

2) Nékdo Ti ukradne Tvé heslo a potom za¢ne zneuzivat Tvij ucet. Co budes v takové situaci
délat?
e Volna odpoved™:

e Nakolik je to podle Tebe ohrozujici? (viilbec) * e« ¢ + (max.)
e Nakolik by sis védél rady? (viibec) * <+ ¢ ¢ (max.)
e Nakolik Ti pfijde pravdépodobné, ze se to stane? (vibec) * <+ ¢ ¢ (max.)

3) Nékdo T¢€ za¢ne na blogu pomlouvat a nebo na ném zverejiiovat intimni, osobni informace
o Tobé. Co budes délat?
e Volna odpoved™:

e Nakolik je to podle Tebe ohrozujici? (viilbec) * ¢ ¢ + (max.)
e Nakolik by sis védél rady? (viibec) e+ < ¢ + (max.)
e Nakolik Ti pfijde pravdépodobné, Ze se to stane? (viibec) * <+ ¢ <+ (max.)

4) Nékdo o Tobé za¢ne zvefejiiovat 1Zivé informace a obrazovy material (zdznamy klasické
Sikany, nasilného chovani, pornografické fotografie s Tvoji tvari) na webovych strankach
nebo je bude SiFit po telefonu. Jak se v takovém piipadé budes chovat?

e Volna odpovéd:

e Nakolik je to podle Tebe ohrozujici? (viibec) e+ + ¢ « (max.)
e Nakolik by sis védél rady? (viibec) * e+ ¢ ¢ (max.)
e Nakolik Ti ptijde pravdépodobné, Ze se to stane? (vibec) * <+ + ¢ (max.)

5) Nékdo Ti poSle obrizek nebo videonahriavku, kde je Tvij kamarad nebo uditel
zesmésiiovan a poniZovan. Jak se zachovas?
e Volna odpovéd:

e Nakolik je to podle Tebe ohrozujici? (viibec) * ¢ ¢ + (max.)
e Nakolik by sis veédél rady? (viilbec) * e ¢ + (max.)
e Nakolik Ti pfijde pravdépodobné, Ze se to stane? (viibec) * <+ ¢ ¢ (max.)



6) Dozvi§ se, Ze se 0 Tobé hlasuje na internetu. Hlasovani ma charakter uraZek. Co budes
v takové situaci délat?
e Volna odpovéd:

e Nakolik je to podle Tebe ohrozujici? (viibec) e+ <+ e« + (max.)
e Nakolik by sis véd¢l rady? (viilbec) e+ <« ¢ + (max.)
e Nakolik Ti ptijde pravdépodobné, Ze se to stane? (viilbec) e+ ¢ ¢ + (max.)

7) Pii online hrach Té nékdo zacne slovné napadat, zamykat hraci mistnost, bude o Tobé
rozesilat online 1Zi nebo Ti za¢ne nabouravat Tvij ucet. Jak se zachovas?
e Volna odpovéd:

e Nakolik je to podle Tebe ohrozujici? (vibec) * <+ ¢ ¢ (max.)
e Nakolik by sis védél rady? (vibec) * <+ + <« (max.)
e Nakolik Ti pfijde pravdépodobné, Ze se to stane? (vibec) e+ + « ¢ (max.)

8) Neustale T¢é nékdo bude obtéZovat tim, Ze Ti bude posilat viry, bude T¢é hackovat... Jak se
s tim vyporadas?
e Volna odpovéd:

e Nakolik je to podle Tebe ohrozujici? (vibec) * <+ ¢ ¢ (max.)
e Nakolik by sis védél rady? (vibec) * <+ ¢ ¢ (max.)
e Nakolik Ti pfijde pravdépodobné, ze se to stane? (vibec) * <+ ¢ ¢ (max.)

9) Od nékoho Ti zacnou chodit pornografické nebo jinak obtézujici maily a zpravy. Co s tim
budes délat?
e Volna odpovéd:

e Nakolik je to podle Tebe ohrozujici? (viibec) e+ + ¢ <« (max.)
e Nakolik by sis védél rady? (vibec) * <+ ¢ ¢ (max.)
e Nakolik Ti pfijde pravdépodobné, Ze se to stane? (vibec) * <+ + ¢ (max.)

10) Nékdo pod Tvym jménem zacne napriklad Tvym kamaradim rozesilat obtéZujici zpravy,
maily, vulgarni fotografie nebo videa... Co budesS délat?
e Volna odpovéd:

e Nakolik je to podle Tebe ohrozujici? (viibec) e+ ¢ ¢ + (max.)
e Nakolik by sis védél rady? (viibec) e+ <+ ¢ ¢ (max.)
e Nakolik Ti pfijde pravdépodobné, Ze se to stane? (viibec) * <+ ¢ ¢ (max.)



Modelové situace pro roli kyberagresora
1) Predstav si, Ze nékomu zacne$ posilat obtéZujici, vyhruzné nebo jemu neprijemné zpravy
formou sms, mailem nebo po icq. Co by Té k tomu motivovalo?

e Volna odpoved™:

e Nakolik je to podle Tebe pro néj ohrozujici? (vibec) * ¢ + <+ (max.)
e Nakolik budes§ mit pocity viny? (vibec) * ¢ ¢ ¢ (max.)
e Nakolik Ti pfijde pravdépodobné, ze to udelas? (vibec) * <+ ¢ <+ (max.)

2) Predstav si, Ze nékomu ukradneS heslo a potom za¢ne§ zneuzivat jeho ucet. Co by Té
k tomu motivovalo?
e Volna odpoved™:

e Nakolik je to podle Tebe pro n¢j ohrozujici? (viibec) e+ <+ ¢ + (max.)
e Nakolik budes§ mit pocity viny? (viilbec) e+ <« ¢ + (max.)
e Nakolik Ti pfijde pravdépodobné, Ze to udelas? (vibec) * <+ + <« (max.)

3) Predstav si, Ze nékoho za¢ne§ na blogu pomlouvat a nebo o ném zvefejiovat intimni,
osobni informace. Co by T¢é k tomu motivovalo?
e Volna odpoved™:

e Nakolik je to podle Tebe pro n¢j ohrozujici? (viibec) * <+ ¢ ¢ (max.)
e Nakolik bude§ mit pocity viny? (viibec) e+ <+ ¢ + (max.)
e Nakolik Ti pfijde pravdépodobné, Ze to udelas? (viilbec) e+ ¢ ¢ + (max.)

4) Piedstav si, Ze zatne§ 0 nékom zverejiiovat 1Zivé informace a obrazovy material (ziznamy
klasické Sikany, nasilného chovani, pornografické fotografie s jeho tvari) na webovych

strankach nebo je budes §irit po telefonu. Co by Té k tomu motivovalo?
e Volna odpovéd:

e Nakolik je to podle Tebe pro n¢j ohroZujici? (vlibec) e ¢ ¢ ¢ (max.)
e Nakolik bude§ mit pocity viny? (viibec) e+ + e ¢ (max.)
e Nakolik Ti ptijde pravdépodobné, Ze to udelas? (vibec) * <+ + ¢ (max.)

5) Predstav si, Ze nékomu poSleS obrazek nebo videonahravku, kde je jeho kamarad nebo
uclitel zesmésnovan a poniZzovan. Co by Té k tomu motivovalo?
e Volna odpovéd:

e Nakolik je to podle Tebe pro n€j ohrozujici? (viilbec) * ¢ ¢ + (max.)
e Nakolik bude§ mit pocity viny? (vibec) * <+ ¢ ¢ (max.)
e Nakolik Ti pfijde pravdépodobné, Ze to udelas? (viibec) * <+ ¢ ¢ (max.)



6) Predstav si, Ze za¢ne§ o nékom hlasovat na internetu. Hlasovani ma charakter urazek. Co
by Té k tomu motivovalo?
e Volna odpovéd:

e Nakolik je to podle Tebe pro n€j ohrozujici? (viibec) * ¢ ¢ + (max.)
e Nakolik bude§ mit pocity viny? (viibec) * e« ¢ + (max.)
e Nakolik Ti ptijde pravdépodobné, Ze to udelas? (viibec) * <+ ¢ + (max.)

7) Predstav si, Ze pri online hrach nékoho zacne§ slovné napadat, zamykat hraci mistnost,
budeS o ném rozesilat online 1Zi nebo za¢ne§ nabouravat jeho ucet. Co by Té k tomu
motivovalo?

e Volna odpoved™:

e Nakolik je to podle Tebe pro n€j ohrozujici? (viibec) e+ e« ¢ + (max.)
e Nakolik budes§ mit pocity viny? (viilbec) * ¢ ¢ + (max.)
e Nakolik Ti pfijde pravdépodobné, Ze to udelas? (vibec) * <+ ¢ ¢ (max.)

8) Predstav si, Ze neustale nékoho bude§ obtéZovat tim, Ze mu budes posilat viry, budes ho
hackovat... Co by Té k tomu motivovalo?
e Volna odpoved™:

e Nakolik je to podle Tebe pro n¢j ohrozujici? (viilbec) e+ e« ¢ + (max.)
e Nakolik bude§ mit pocity viny? (viilbec) * ¢ ¢ + (max.)
e Nakolik Ti pfijde pravdépodobné, Ze to udelas? (viilbec) e+ e ¢ + (max.)

9) Predstav si, Ze nékomu zacne$ posilat pornografické nebo jinak obtéZujici maily a zpravy.
Co by T¢€ k tomu motivovalo?
e Volna odpoveéd”:

e Nakolik je to podle Tebe pro n¢j ohrozujici? (viibec) e+ ¢ ¢ + (max.)
e Nakolik bude§ mit pocity viny? (viibec) e+ <+ ¢ <« (max.)
e Nakolik Ti pfijde pravdépodobné, Ze to udelas? (vibec) e+ ¢ ¢ « (max.)

10) Piedstav si, Ze nékomu pod jeho jménem zacne§ napiiklad jeho kamaradim rozesilat
obtéZujici zpravy, maily, vulgarni fotografie nebo videa... Co by Té k tomu motivovalo?
e Volna odpovéd™:

e Nakolik je to podle Tebe pro n¢j ohrozujici? (viibec) e+ ¢ ¢ + (max.)
e Nakolik bude§ mit pocity viny? (viibec) e+ ¢ ¢ + (max.)
e Nakolik Ti ptijde pravdépodobné, Ze to udelas? (viibec) * <+ ¢ ¢ (max.)
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Abstract

The paper deals with the cyberbullying and aggression in adolescence. There are in the paper defined the basic
terms of aggression, bullying, cyber violence and cyberbullying. The theoretical issues and typological approaches
to cyber bullying are described: methods and techniques of cyberbullying, types of aggressors. The aim of our
study is to explore relationship between cyberbullying and aptitude to aggressive behaviour in middle adolescence
(age 12-15). There were tested 250 pupils.
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1. Adolescents and ICT

Adolescence, which is the period from childhood to adulthood, may be dividend according to Macek (2003) into early
adolescence, middle adolescence and older adolescence. The division features the following characteristics in its
particular stages: 1. Early adolescence includes the period from the age of ten to thirteen and it is characterised by
physical transition, which foremostly manifests itself in increased interest in peers of the opposite sex. Another
manifestation which may appear at this age is online friendship with peers from various world cultures. Virtual space
off ers them possibility to become friends with people who they know only from online environment. (Slaninova,
Havigerova, 2011) 2. Middle adolescence begins at the age of fourteen and ends at the age of sixteen. It is the period of
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independent thinking and critical evaluation of others. Th e stage is characterised by oddities in the lifestyle.
Adolescents try to differ in the way they dress or inn the type of music they listen to. Nowadays, evaluation and self-
evaluation may be administered via social networks, Internet chats, blogs, etc., by means of various types of
interactions, such as: voting, chatting, shared topics, blog ranking, status monitoring, profi le viewing. (Slaninova,
Havigerova, 2011) 3. Late adolescence starts from the age of seventeen and it ends at about twenty years of age. This
stage is explicitly directed towards adulthood. Social aspect of one’s identity is accentuated, i.e. the need to belong
somewhere, to share something with others. It is accompanied by formulation of plans for their future life in relation to
future career and romantic partnerships (Macek, 2003).

2. Cyberviolence and cyberbullying

Cyberviolence is an aggressive act which is done via the ICT whose aim and purpose is to manipulate and exploit or
harass. Among the forms of this type of violence we can include cyberbullying, child pornography, online sexual
harassment, computer monitoring, online distribution of harmful materials, etc. (Slaninovad, Havigerova, 2011)
Similarly, Hinduja, Patchin (2008, p. 152) maintain that “cyberbullying is willful and repeated harm inflicted through
the medium of electronic text”. Smith, Mahdavi, Carvalho et al. (2008, p. 376) define cyberbullying as “an aggressive,
intentional act or behaviour that is repeatedly and over time carried out by a group or an individual against a victim who
can not easily defend him or herself ” Mesch (2009, p. 387) and refer to cyberbullying as “the use of information and
communication technologies to intentionally harm others.”

3. Personality of cyber aggressors and victims of cyberbullying

A typical personality of cyber aggressors has not been clearly defined yet, and it is difficult to make a straight defi
nition because of the fact that the only thing that a cyber aggerssor has to possess is the ability to use ICT. The most
common characteristics of the personality of an aggressor in conventional bullying, such as physical strength, ability to
control others etc., are no Langer required. Four types of cyber aggressors may be defi ned cyberbullying: (1) “vengeful
angels® (often former victims of cyberbullying) (2) hungering for power (showing authority, in need for audience, oft en
former victims of conventional bullying), (3) dirty girls (mostly girls in a group, call for audience) and unintentional
aggressors (the tendency to respond in anger or frustration, they do not realize that they are aggressors). (How do you
do, 2010). A typical victim of cyberbullying may be defined in a very complicated way, the reasons being similar to the
above-mentioned personalities of aggressors. Virtual environment blurs certain facts or characteristics that a typical
victim of face-toface bullying tends to have. In online environment, it does not matter whether someone is a loner, an
introvert or somehow diff erent. Victims maybe physically very strong individuals, extrovert and popular members of
thein school classes or other social groups, as well as people who are rather weak, closed, and posisioned in the role of
outsiders . (Slaninova, Havigerova, 2011)

4. Previous studies

So far, most studies have been devoted to examining cyberbullying among adolescents in a rather descriptive way. It
surveys the incidence of adolescents’ cyber awareness, the rate of encounters with cyber strategy balancing (passive,
active). There are also studies on prevention for elementary and secondary schools. In recent years, there have been
some interesting studies mapping the phenomenon of cyberbullying today. (Slaninova, Havigerova, 2011) In 2009, the
research team of the E-bezpec¢i and PRVOK PdF UP project conducted a survey aimed at the presence of hazardous
communication phenomena associated with the usage of ICT. It primarily focused on cyberbullying, cyber grooming,
sexting and other phenomena, dangerous not only for pupils, but also for adult Internet users. Nearly 2,000 respondents
from the Czech Republic were involved in the research, whose results confi rmed the fi ndings concerning the
increasing trend of cyberbullying among Czech adolescents. Almost half of Czech children are exposed to some forms
of cyberbullying. The research pursued the most common symptoms of cyberbullying, including dishonest att acks
(insults, abuse and humiliation carried out via text messages, e-mail and on chat, in the discussion and publications of
humiliating photographs, audio or audiovisual recordings), threats and extortion, att acks on electronic accounts (e-mail,
chat, accounts of the educational environment, etc.) and their manipulation, or misuse, for example for cyberbullying.
(Krej¢i Kopecky, 2010). Nadace O2 and Civic Association AISIS published the results of recent research of the
phenomenon of cyberbullying among Czech children, which mapped the situation in schools in the last six months. This
research was conducted under the project Minimization of Bullying, which since 2005 has helped schools to combat
bullying, and has recorded opinions of children aged 8 — 15 years. The findings showed that 10% of children in the past
six months had fallen victim of cyberbullying. It showed poor understanding of this concept among children and litt le
fear of cyberbullying. It confirmed the relationship between of cyberbullying and the atmosphere and relationships in
the classroom and pupils’ lack of confi dence to entrust teachers with thein problem. At the same time, it failed to confi
rm the idea of anonymous habitual aggressors, as evidently most of them att end the same class or school as the victim.
(Satrova, Vagnerova, Udatna, 2010).

A complex research is needed, which in addition to description and mapping of cyberbullying, can bring similar
findings in the context of testing aggression. For counselling and therapeutic work with victims of cyberbullying,
qualitative research in the form of case reports must be done in the Czech Republic.



If an adolescent meets an attitude, behaviour of another man face to face, he usually knows who such a person is,
this meeting happens at a certain place and during certain circumstainces. (Kolar, 2001) Such a meeting can, for sure,
have immense traumatic consequences If such a meeting is done through information and communication technologies,
the victim is attacked at almost every place where it is possible to reach those technologies and it has no possibility to
escape or fight against it. At the same time, aggressive behaviour is possible to see face to face; in the other case it is
not possible to see any physical clues of violence. In both cases this activity brings psychical effects. (Gillespie, 2006).

5. Research survey

The research survey was passing off in April 2011 and the total number of participants from two towns in Czech
Republic was 250. Namely there were 228 basic school pupils and 22 students of 6-year-grammar school. In this text
we result from the project Specific research realized under the name “Cyberbullying in adolescence* at the Faculty of
Education at the University Hradec Kralové in 2011.

In the view of the examined topic and questions about individual opinions and experiences with cyber chicane and
virtual violence the respondents were given the informed consents for their legal guardians. The legal guardians of three
respondents were expressed disapproving. These respondents were not included in the survey. Respondents were given
questionnaires that find out attitudes to information communication technologies, model situations for the role of a
victim and for the role of an aggressor, finding out the attitudes to cyberbullying. The first three questions were
answered immediately after receiving of a questionnaire to have the possibility to evaluate understanding of the term
cyberbullying. Then the short chat about violence in the virtual environment passed off, the questions about
cyberbullying was discussed in more details. Cyberbullying was discussed in the context with the face-to-face bullying,
the common marks and differences were stressed. The discussion was focused on the attitudes of adolescents to the
examined phenomenon. The particular topics were: understanding the term, information about cyber chicane, the
individual experiences of the respondents and the relation to such a type of violence. During the discussion in addition
the respondents expressed their interest about the topic of cyber-grooming. The following step was to finish the
questionnaire and filling the model situations.

The questionnaire survey brought the following finding. In the area of understanding the term cyber chicane, 62,40%
of respondents understands this term as a chicane actualized via information and communication technologies, 12.80%
of respondents thinks it is psychical injury, for 6.4% of respondents it is physical injury, 3.6% considers it is pressure
and 6% of respondents understands cyberbullying as a sort of violence. 14.06% of respondents mentions that the term
cyberbullying does not mean anything for them. The source of information about cyberbullying for adolescents in
majority (52.4%) was television. A very small number of pupils and students, in less then 5%, gained the information
during the chat which was the part of the research survey. 38.8% of respondents is informed from the school, a little bit
more, 39.2%, finds information via PC, 27.2% in press, 13.2 % from friends and schoolmates and 14% of respondents
is given information about cyberbullying by their parents.

Another step was to find the relation of the respondents to cyberbullying. From the survey it is clear that 69.6 % of
respondents rejects cyberbullying rigorously, 27.2% rejects it mostly and 2.8% of respondents is not against
cyberbullying up to a principle. Cyberbullying is considered by the respondents in 17.6% to be an interesting
phenomenon, in 14% as a modern phenomenon, 67.2% as a dangerous phenomenon. 5.6 % of the respondents chooses
the possibility of the free answer and they think, for example, cyberbullying is a new, non-traditional phenomenon.
From the answers finding the personal experience of the respondents with cyberbullying in the role of a victim it is clear
that in 3.6% respondents meet cyber chicane repeatedly, 7.6% were the direct participants in the role of a victim once
and 88.8% of the respondents was not in the role of a victim. From those who met cyber chicane directly were 3.61%
victims of molestation and injury via SMS, in less then one percent was the victims of chatting in social nets and
similarly less then one percent pornographic materials were sent. 2.8% of adolescents has the individual experience
with cyber chicane in the role of aggressor and this experience repeats, 4.8 % mentions only one such an experience and
92.8% of respondents has no experience with cyberbullying in the role of aggressor at all. Those, who tried the role of
an aggressor, speak about the experience with sending of molested and inconvenient SMS, mails (2%) and less then 1%
falls to attacks in the form of voting about somebody in social nets.

From the surveyed respondents 99.6% have their own mobile telephone. 66.8% uses it several times a day, 24% uses
their mobile telephone often and 9.2% of adolescents use it rarely. The most common motives to use mobile phones
were to communicate with others, especially loved ones, in 81.2% through SMS and in 85.6%. through calls. 50.8%
mentions as a motive the listening to music, 27.2% of respondents uses games to entertain themselves and the
possibility to take photographs is a motive for 24.4%. Mobile telephone is further used as an alarm clock (14.8%), in
8% for sending MMS, and making video records, 1.2% of respondents uses their mobiles phones as stop clocks, 2.4%
as calculator, 9.2% has and uses internet connection and 1.6% is motivated to use mobile telephone the possibility to
connect with social net. The life without mobile phone is impossible for 27.2% of respondents, 58.4% are able to live
without mobile phone but they would not be happy and 14.4% of surveyed adolescents can live without mobile phone
with no problems. 46.8% of respondents has their own computer, 53.6% has the shared computer with their parents.
63.6% of adolescents use their computer daily, 32.4% often and 6 %rarely. Respondents use the following functions
available through computer. Internet is used by 97.6% of the surveyed, 91.2% uses e-mail, one’s own profile with
facebook is found in 83.2%, 68.8 % plays PC games, 64% plays online games, 62.8% uses skype, 54% uses ICQ,



52.4% chat, 20.8% of respondents uses other social nets than facebook (f. e. you tube, people) and 15.2% use their
computer to look or write blogs. In the most cases respondents use internet (82%), followed by social nets in 65.2%.

Model situations for the victim roles were divided in 10 types. At first respondents were asked how they would

answer to annoying SMS, e-mails; then there was model situation with the topic of stolen password. The third model
situation was vilification blog, the fourth one described publishing untrue information and imaging material with the
victim face on the web-side or on the telephone, the fifth situation, when the victim is sent an absurd, derogative picture
or a video of a friend or of a teacher. The sixth model situation represented internet voting, social nets voting, following
with the seventh situation illustrating verbal attacking and locking of the playing room during online games, then the
eighth one — sending viruses and hacking. The last but one model situation is constituted by sending pornographic
materials and the tenth one so-called stolen identity, when the aggressor in the name of the victim sends annoying,
vulgar materials — there we speak about vice cyberbullying. Respondents had the possibility of free answers and also
postural scale to test to what extent they would have the feelings of threatening, to what extent they would know what
to do and to what extent they assume the probability of appearance by particular cyberbullying type. From the
enumeration of free answers there was established the following categorization. Passive reaction without claiming
social support — ignoration, active reaction without claiming social support, realized through PC — aggressor addressing
(confrontation), account blocking, new account making, profile and so on, active reaction with claiming social support
within PC — web-sites administrator, server etc. addressing, one’s friend addressing, correct wrong information about
oneself, warning of an individual who is f. e. on absurd video. Active reaction realized in the real surrounding — parents,
friends, police addressing, confrontation with an aggressor. By the model situation 1 with meeting annoying SMS or e-
mails almost 1/3 of respondents have the tendency to ignore it and not to pay attention to aggressive behaviour. In the
case of online aggressive behaviour more than 1/3 respondents would turn to their parents. 36.13% of respondents
evaluated this situation as more likely not threatening on the scale, in 38.15% they would more likely know what to do
and 47.69% of adolescents think that it is more likely impossible to meet this type of cyberbullying. When meeting
stolen pass word and the following account misusing 66.76% of respondents would react with blocation, account
erasing etc. 7.51% would correct untrue information. In 34.39% adolescents consider this situation to be rather
threatening, 32.37% would know what to do for sure and 36.42% think it is rather impossible to meet this type of on-
line aggressive behaviour.
Eventual vilification and publishing untrue information on blog solves 27.46% of respondents with ignoration, 14.74%
addresses an administrator, again quite a big percentage turns to their parents (18.5%) and 14.45% would try to block
this. At this type of cyber chicane there was noted a big rate of assumed feeling of threatening (36.13%), 32.66 % would
more likely not to know what to do with such behaviour, 40.5% of respondents assumes not to meet it. Publishing
untrue information and picture material (f. e. pornographic photomontage) on the web-sites 25.2% of adolescents would
react with ignoration, 36.99% would address their parents and 18.50% would contact the police.

Model situations for the aggressor role were advisedly identical as model situation for the victim role. There was the
difference in categorization of free answers of the question, what would be the respondent’s motive of such type of on-
line aggressive behaviour. Category number 1 assumed respondent’s passivity and the answers “nothing®, “I can’t
imagine “, “I would never do it “, category 2 involved motivation of the respondent to pay back the same aggressive
behaviour to another individual, category 3 involved motivation of the respondent to have revenge on something, those
respondents that would be motivated with the desire to revenge somebody else who is not able to defend himself, chose
number 4. Motives within the framework of the fifth category were negative relation to the victim, anger, hate, category
6 involved motives of desire to enjoy oneself, to provoke, in the seventh category for respondents the motive for on-line
aggressive behaviour was boredom and in the eighth category adolescents were motivated with desire to prove they are
able to do it (f. e. to steal one’s pass word, to hack somebody, to send another individual something unacceptable etc.).
Then the attitude scale was optimized to the aggressor role. This scale tested feelings that aggressor assumed for victim
threatening, guilt feeling and probability of realization of such behaviour from the aggressor side. The level of
intensities for particular phenomenon was preserved as well as for model situation for the victim role — 1 —not at all, 2 —
more likely not, 3 — more likely yes, 4 — most. The biggest number of motives at the model situation number 1 was the
desire to revenge something (22.80%) and in 24.40%negative relation, anger etc. 37.60% of respondents assumes
passivity at this type of aggressive behaviour. From the total number of respondents 35.20% assumes that such
behaviour will be mostly threatening for the victim, 40.40% think in the role of aggressor they would have most the
feelings of guilt. 77.60%of adolescents would never behave in such a way. For the model situation number 2 (stolen
pass word and account misusing) were not found the basic differences in the frequency of motives incidence. The most
of respondents think again they would never do it (42.80%), then there are motives like negative relation to the
individual, anger, passion (17.60%) and so on, in 17.20% the motive is the desire to enjoy oneself and to provoke.
13.6% of respondents would be motivated with the desire to revenge and 11.20% would be motivated with the desire to
pay back the same behaviour. 32.80% of respondents assume that such behaviour would be rather threatening for the
victim, 32.40% would have most feelings of guilt in the role of aggressor and 76.80% of respondents would never
behave in such a way. The model situation number 3 (blog malicious gossip) was evaluated by respondents in this way:
49.60% of respondents presupposes not to be motivated to such behaviour by anybody or anything, 18% of them
considers the motive is anger against an individual, 15.60% would be motivated with revenge, 14% can see as a motive
the desire to pay the same behaviour back. Adolescents assume such behaviour to be more likely threatening for victim
(35.60%), 36.80% thinks to have most feeling of guilt and 84% agrees they would never do anything like this. In the
model situation number 4 (false information and picture material) in the most cases respondents chose passive



behaviour (they would not be motivated to such behaviour) in 64.40%, 12.40% chooses the motive of revenge, for
11.60% hate or anger would be the motive. They marked such behaviour to be threatening at most (45.60%), in the role
of an aggressor they would have the most feeling of guilt and in 89.20% they would never behave in such a way. For
the model situation number 5 (ridiculous video) the same motives like motives for the previous model situations were
typical. The motive of revenge was in 14.00%, hate and anger was the motive in 12.80%, 53.60% of respondents would
not be motivated to send ridiculous video. For the first time there appeared the motive of entertainment and the desire to
provoke — in 16.00%. More likely threatening is such behaviour for the victim according to 38.40% respondents,
39.60% would have the most feeling of guilt, 89.20% of the respondents supposes they would never do such a thing.
The model situation number 6 described internet voting. With respect to the contemporary trend we presuppose the
relation to social networks. The biggest number of respondents (42.00%) is not motivated to it at all, 22.80% marked
the motive to be hate and anger, 14.00% the desire to entertain and provoke and revenge was noticed as a motive in
12.40%. The presupposed threatening of a victim was evaluated in the level of more likely yes (33.20%), the feelings of
guilt from the position of an aggressor were again at most in 29.20% and the probability of occurrence of such
behaviour is presupposed not to be at all by 73.60% of respondents. In the model situation number 7 there were tested
appropriate motives of the respondents to attack the others online games. The most often motives were the following:
hate and anger was the motive for 18.80% of respondents, for 10.00% the motive was to pay back the same to
somebody else and like in the previous model situations the most of adolescents presuppose that they would be
motivated by nothing (48.80%). The feelings of threatening by a victim is more likely supposed by 30.80% (most) of
respondents , the biggest number of respondents (30.80%) would never have the feelings of guilt and 80.80 % would
never do anything like this. The model situation number 8 (virus sending and hacking) was evaluated in this way:
56.40% of respondents is not motivated to such behaviour and they would never do it, for 14.80% the presupposed
motive would be hate and anger, in 11.60% they have tendency to revenge with the same behaviour. The most of
respondents (37.20%) consider such behaviour to be most threatening for a victim, at the same time they would have
most feelings of guilt (34.40 %) and 86. 40 % of respondents claim that they would never do anything like this. In the
model situation number 9 there was described pornographic materials sending. More than a half of respondents would
never be motivated to such behaviour (66.40%). Then in this case the significant motive is the desire to entertain oneself
and to provoke, in 12.80%, hate and anger would be a motive for 9.20% of adolescents. The biggest number of
respondents presupposes the most feeling of guilt of a victim (in 31,20%), also the biggest number thinks (38.40%) the
feeling of guilt by aggressor at the highest level and in 89.20% they would not assume to realize anything like this. The
model situation number 10 tested the assumed sending of bothering materials, SMS, mails etc. in the name of a victim.
This model situation finishes with the following results. The slight majority (52.80%) of respondents does not
presuppose to be motivated to anything like this. Hate and anger is the second most common motive (16.40%) followed
by the motive of revenge — in 16.00%. Another common motive was the desire to entertain oneself and to provoke
(9.60%). Like in the majority of the previous model situations the respondents presuppose the most feelings of
threatening of a victim (34.00%) and at the same level they consider such behaviour would be more likely threatening
for a victim (34.00%). The respondents assume in the role of an aggressor they would have the feelings of guilt at the
most level (35.60%). Like in the previous cases they think they would never do anything like this (84.40% of
respondents). As less significant motives there was the motive to revenge his or her friend, boredom and ability to
behave in this way. Mostly those motives did not cross the rate of 5%. The reason can be that the bigger number of
respondents involved, f. e. the motive of boredom to the category the desire to entertain and to provoke. The motive at
the level of ability to behave in this way appeared here and there — only a few boys (younger adolescents). There we can
expect effort to control and understand information and communication technologies, in the context and tendencies of
adolescents to experiment with the relations and surrounding and then with limit exploring.

6. Conclusion

The rersults showed that adolescents tend contact their parents when they meet with cyberbullying. This is in contrast
with the E — bezpeci research. More than a third of respondents said they know what to do or whom ask for help.
Differences are between sexes. Boys have a tendency ask for help policy or realise meeting with aggressor. Girls have a
greater tendency to confide in someone close.

For the majority of respondents there is the typical attitude they would not be motivated to cyberbullying and that
they would never do anything like this. Again there we can find connection with adolescent position which is strict. For
adolescents it is typical statement: ,, it cannot happen to me, I would never do anything like this ...“ and often it does
not fit with reality. Another often motive there was hate and anger — there we can consider connection of real relations
and virtual environment. From the researches realized to these days it implies that cyber chicane is linked with the
previous relations of individuals. Online aggressive behaviour can be reaction against aggressive behaviour in the real
environment, at the same time the virtual environment is the possibility for those individuals who can feel in their
behaviour safely. The often motive was the desire to entertain and to provoke - it can be connected with the border
finding and environment testing.
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Resumé v jazyce ¢lanku

Internet a v posledni dobé¢ socidlni sit¢ zasahuji do zivota mladych lidi. Adolescenti zde mohou
navazovat nové kontakty, udrzovat jiz navazané vztahy a osobni pratelstvi. Prispévek se zabyva
tématy agrese a motivace k agresivnimu chovani u adolescentli. V soucasné dobé se muizeme
setkavat s agresivnim chovanim ve virtudlnim prostfedi. Cilem pfispévku je informovat o
ptedpokladanych motivech adolescentil k agresivnimu chovani v kyberprostoru.

Summary (resumé anglicky, u anglicky psanych ¢lanki cesky)

Internet and more recently social network extended the life of young people. Teenagers can make
new contacts, maintain already established relationships and persondl friendships here. The paper
deal with themes of aggression and motivation for aggressive behavior in adolescence. Currently,
we meet with aggressive behaviour in a virtual environment. Aim of this paper is to inform about
the expected motives to adolescent‘s aggressive behavior in cyberspace.

Text ¢lanku, véetné tabulek a obrazki
Agrese

Agrese muze byt v celé své Sifi projevi
chapana od soucasti naseho chovani, pies
porusovani socidlnich norem a svobody
druhého ¢loveéka az po cilené ublizovani druhé
osobé — fyzické nebo psychické. O
spoleCensky tolerované formé agrese hovoiime
v souvislosti s asertivitou. S tématem agrese a
agresivity je do jisté miry spojeno téma moci —
mize nds te€Sit mit moc nad nékym z nasich
blizkych, nad spoluzéky, spolupracovniky, ale
také nad klientem, s kterym se setkavame jako
pomahajici, naptiklad v terapeutickém vztahu.
Cermak (1999) hovoii o rozdéleni agrese na
rovinu instrumentdlni a emociondlni. V
instrumentalni rovin¢ agrese usilujeme o
dosaZzeni cile, pficemz miiZze a nemusi byt
zranén nékdo dalsi. Naproti tomu emocionalni
agrese je v souvislosti s afektem, silnou
negativni emoci a je sama o sob¢ cilem. Jiné
rozdéleni, které diferencuje kognitivni a
afektivni slozku agrese, nabizi Berkowitz
(Berkowitz in Cermak, 1999). Agresi rozlisuje

na védomé kontrolovanou a agresi impulzivni.
V souvislosti s prezentovanym tématem je
tieba zohlednit agresi pfimou a nepfimou a
rovnéz verbalni a fyzickou. Pro zkoumané
téma predpokladaného online agresivniho
chovani je zasadni pfedev§im nepiima verbalni
agrese. Takova agrese je realizovana
pomluvami, hostilnimi poznamkami, Zerty
(Cermak, 1999). V soucasné dob& neni
nezbytn€ nutné takové jednani realizovat v
redlném  prostiedi.  Virtudlni  prostiedi
umoziuje, 1 za zachovani naSi absolutni
anonymity, realizovat nepfimou verbalni
agresi v celé Skdle projevii. V poslednich
letech jsou popularni a predevSim u
adolescentli oblibené socidlni sit¢ (napf.
Facebook, Lidé.cz, My Space, Twitter...).
Zde, konkrétné¢ na Facebooku, je mozné o
nékom hlasovat, byt tak ¢lenem skupiny, ktera
adresuje pomluvy vybranému jedinci, a nebo
pomluvy pifimo vytvaret. Kromé vySe
zminéného sem patii také symbolicka agrese
(Cermak, 1999), realizovana formou kreseb,



basni atd. V souCasné¢ dobé je mozné v
kyberprostoru  vytvaret razné karikované
fotografie, obrdzky, zvefejiovat videa,
fotomontaze. Takové chovani je typické pro
tzv. kyberagresory. Prostiednictvim
informacnich a komunikac¢nich technologii
cilené¢ a timyslné ublizuji potencionalni obéti,
ktera se nemizZe nebo nedovede branit. Podle
Cerméka je mozné agresi definovat jako:
»...zameérné jednani, jehoz cilem je ublizit
jinému &lovéku.“ (Cermak, 1999, s. 14)
Motivace

Motivaci rozumime tendenci byt aktivni
vybérovym a organizovanym zpusobem.
Motiv lze vymezit jako pohnutku k aktivité,
motiv je cinitel, ktery usmériiuje chovani
jedince k védomému ¢i nevédomému cili.
Pokud motivujeme, podnécujeme pohnutku,
incentivu. (Svancara, 1986 srov. Nakone¢ny,
1995)

McDougall ve své teorii motivace zdaraziuje
vyznam vrozenych sklonli pro chovani, které
je predevsim ucelové. Tolmanova teorie
motivace zahrnuje determinaci  chovéni
nékolika proménnymi ve vzajemné interakci.
Chovani je motivovano pudy v podobé
nerovnovahy v homeostatickém systému.
Young tvrdi, Ze chovani je motivovano
uvolnénim energie potfebami — v tomto
pfipadé chapanymi jako biologické stavy
nerovnovahy. O chovani motivovaném
psychologickymi proménnymi — motiva¢nimi
rysy, a v dospélostt nezavislém na
biologickych pottebach, hovoii Allport. V
Lewinové teorii motivace se setkdvame s
chovanim motivovanym urcitym napétim,
zapti€inénym biologickymi potfebami nebo
napt. zam&ry. Hull ptfiklada velky vyznam
primarnim pudim, které motivuji veSkeré
chovani. Hebbova teorie predpoklada
,»Zajisténi“ chovani energii (determinovana
aktivitou nervového systému) a organizovani a
fizeni chovani ziskanymi kognitivnimi
proménnymi. (Svancara, 1986)

K zakladnim motiva¢nim faktoriim patii vyse
zminénd  potieba, kterou  prozivame
subjektivné jako nedostatek néceho, co je pro
nas nezbytné. Kromé zakladnich biologickych
potieb sem zahrnujeme celou Skdlu potieb
vyS§ich — viz naptiklad typologie dle
Maslowa. Pesso a Boyden (2010) hovoti ve
svém terapeutickém smeéru o péti zékladnich

potfebach — potiebé péce, mista, bezpeci,
podpory a limitu. V piimé praci s klientem v
naro¢né zivotni situaci se mizeme setkdvat s
deficity vySe zminénych potieb rizné intenzity
i délky trvani a stejné tak se s timto setkdvame
pii praci s agresivnim klientem. Vyrost,
Slaménik (2008) tadi k motivaénim faktoriim
také potfebu moci. Tu je mozno definovat jako
touhu nékoho ovladat, ovlivnovat, fidit, mit
nad nim kontrolu. Casto je potieba moci
kompenzaci pocitu ménécennosti a slouzi k
zvySovani vlastni hodnoty (Adler, 1994).
Potfeba moci mize byt motivem pro online
agresory, ktefi svymi utoky v kyberprostoru
obét’ limituji - mohou tak Cinit v podstaté
kdykoli a zvySuji si svoji hodnotu, aniz by se
museli s kymkoli pfimo konfrontovat. Jediné,
co pottebuji, je jistd dovednost a orientace v
informac¢nich a komunikacnich technologiich.
Zajem je oproti potifeb¢ védomé aktivnéjsi a je
vazan ke konkrétnimu predmétu. Hodnoty a
hodnotovad orientace jako motivacni faktory
Clovéka a jeho cinnost po psychologické
strance orientuji. Postoj jako hodnotici vztah
predpokladd pozitivni ¢i negativni vztah k
pfedmétu, jedinci. Stejné, jako motiv, se postoj
vztahuje k zaméfenosti lidského chovani nebo
¢innosti. (Vyrost, Slaménik, 2008) Z vysledki
projektu  specifického vyzkumu u 250
adolescenti mj. vyplyva, Ze motivem pro
agresivni online jednani je negativni vztah,
postoj k obéti. Za vychodisko pro utvafeni
novych  motivl mizeme povazovat
podminovani emoci, ale také napodobovani
modelil a disledky vlastniho chovani. Opét 1ze
konstatovat, Ze to, co nam piindsi Uspéch,
uspokojeni, potvrzeni naSi osoby, mame
tendenci nadale opakovat. Jestlize poSleme
vyhruznou, obtéZujici textovou zpravu, mail
nebo zasleme fotomontdz, piipadné vyvésime
na web material, ktery né&jakym zpisobem
Skodi jedinci, a pfinaSi nam to pocity moci nad
druhym c¢lovékem, potvrzujeme si, ze ,,na to
mame*“ — cCasto proto, ze v redlné situaci
bychom si toto nedovolili. Nakonecny (1999)
hovofi o zdrojich motivace interpersonalniho
chovani, mezi néZ zahrnuje mj. agresi —
tendenci ublizovat druhym lidem fyzicky,
verbalné nebo jinym zpasobem. Dale
upozornuje na identifikaci s agresorem, tzv.
defenzivni identifikaci. Smyslem  je
paralyzovani  utokli  agresora. = Tomuto



nasvédcuji prubézné vysledky vyzkumu, kde
byli respondenti dotazovani na predpokladané
motivy agresivniho jednani v kyberprostoru.
Vétsina z nich predpokladd, Ze na projev
kyberSikany by reagovali stejné¢ — oplatili by
tymz utokem, aby dali agresorovi najevo, ze se
mu muze stat totéz.

Adolescence
Adolescenci muzeme diferencovat na fazi
Casnou, stfedni a pozdni. Vyznamnou

hodnotou pro adolescenty jsou sebepojeti,
sebereflexe a seberegulace. Kromé odpovedi
na otazku ,kdo jsem™ je pro adolescenty
dalezité¢ védomi vlastni stability, kompetence a
pohody. Zejména v pozdni adolescenci jsou
Casté¢ otazky tykajici se vlastniho mista a
sméfovani, ale také otazky sméfujici ke
spokojenosti s vlastnim zZivotem (Macek,
2003).

Diferenciace adolescence dle Macka (2003)
pfinasi  nasledujici  charakteristiky v
konkrétnich jednotlivych fazich:

Casna adolescence zahrnuje obdobi od deseti
do tfinacti let je charakteristickd predevsim
zménami télesnymi. (Macek, 2003) Soucasni
Casni adolescenti mohou svlj zijem o
vrstevniky rozsifit o online pratelstvi s
vrstevniky z rdznych svétovych kultur.
Piipadné jim virtualni prostfedi socidlnich siti
nabizi moznosti k uzavirani pratelstvi s témi,
které znaji vyhradné v online prostfedi.
(Slaninova, Havigerové, 2011)

Stfedni adolescence zac¢ina od 14 let a konci v
16 letech. Jde o obdobi vlastnich tvah a
hodnoceni adolescent. (Macek, 2003)
Hodnoceni a sebehodnoceni miize v soucasné
dobé¢  probihat  pravé  prostfednictvim
informac¢nich komunikacénich technologii. D¢&je
se tak v ramci riznych ,sekci, napf. na
socialnich sitich, jako je hlasovani, chaty,
sdilena témata, blogy, statusy, profily...
(Slaninova, Havigerové, 2011)

Pozdni adolescence se datuje od sedmnacti let
a kon¢i kolem dvacatého roku. Tato faze
explicitné sméfuje k dospélosti, je zde
akcentovan socialni aspekt identity. (Macek,
2003)

Formy kybernetického nésili a
agresivniho chovani

Jednou z forem kybernetického nésili je détska
pornografie, kterd z vice nez jedné poloviny
pochéazi z USA a téméf jedna Ctvrtina z Ruska.

online

Za témito velikany nasleduje Spandlsko a
pon¢kud prekvapivé, s ohledem na daraz
opatrovani zivotniho prostfedi a propracovany
systém socialni pomoci, predstavitel severské
evropské zemé — Svédsko (Madrinan, 2005).
TaktéZz v naSi zemi se, bohuzel, setkivame s
timto fenoménem Ccastéji nez tomu bylo v
letech minulych (Prvni rok Internet Hotline,
2008).

Dalsi variantou je kybergrooming. Agresoii se
zde chovaji tak, aby pfiméli obét’ k osobnimu
setkani. Takové setkdni mlze konCit
sexualnim zneuzitim obéti, ptipadné fyzickym
nasilim, zneuzitim pro détskou prostituci a k
vyrobé détské pornografie. (Kopecky, 2010)
Kybergroomingem jsou ohrozeni jedinci,
predevsim déti, ktefi travi mnoho ¢asu v online
prostfedi a komunikuji s nezndmymi lidmi.
Cyberstalking je pocitacova forma stalkingu —
opakovaného a stupniovaného obtéZovani
riznych forem a intenzity. (Co je to stalking a
cyberstalking, 2011) Pfiznivé ve vztahu k
problematice stalkingu, potazmo
cyberstalkingu je, Ze od r. 2010 je stalking
trestnym c¢inem. Rovnéz se mezi obétmi
nevyskytuji déti.

Kybersikana (cyber  bullying)  byva
oznacovana jako jednani, kdy agresor vyuziva
elektronické prostfedky k ublizovani druhym.
Podobné o kybersikan¢ hovoti napt. Hinduja,
Patchin (2008, s. 152): ,KyberSikana je
zneuziti ICT k cilenému ublizovani a
obtézovani obéti“. Smith, Mahdavi, Carvalho a
kol. (2008, s. 376) definuji kyberSikanu jako:
,umyslné, opakujici se a nepratelské chovani
jedince nebo skupiny s cilem ublizit obéti za
pouziti informac¢nich a  komunikacnich
technologii.“ Mesch (2009, s. 387) oznacuje
kyberSikanu jako: ,uZivani informacnich a
komunikacnich technologii k Umyslnému
zranovani druhych.

Jedna se napt. o hlasovani, diskuse a pomluvy
na ucet konkrétniho jedince, s cilem mu
ublizit, ponizit ho, zesméesnit. Z vyzkumného
Setteni projektu E-bezpe¢i mj. vyplyva, ze
témét polovina ceskych déti je vystavena
nékter¢ z forem kyberSikany. V ramci
vyzkumu byly sledovany nejcastéjsi projevy
kyberSikany, mezi  které patii  napf.
dehonestujici utoky (nadavky, urdZeni nebo
ponizovani  realizované pomoci textovych
zprav, e-maill, na chatu, v diskuzi a dale



publikaci zesmésnujicich fotografii, audio
nebo audiovizualnich nahravek), vyhrozovani
a vydirani, utoky na elektronické ucty (e-
mailové, diskuzni, Ucty ke vzdélavacimu
prostiedi atp.) a jejich manipulaci, ptipadné
zneuziti napt. ke kyberSikané. (Krejci,
Kopecky, 2009)

Vyzkumné Setieni

Vyzkumné Setteni prob&éhlo v dubnu a kvétnu
2011 na zakladnich skolach a gymnaziich v
Kralovéhradeckém a Pardubickém kraji.
Jednim z cild vyzkumu bylo ziskat a
analyzovat data vypovidajici o subjektivnich
predpokladech motivli k agresivnimu chovani
ve virtudlnim prostfedi. Vekova kategorie 250
respondentti, 228 zakt zakladnich Skol a 22
studentli Sestilet¢tho gymndazia, zahrnovala
obdobi casné a stfedni adolescence. Vzhledem
ke koncipovani vyzkumu a v€ku respondentii
byly zkoumanym  osobdm  ptedlozeny
informované souhlasy pro jejich zakonné
zastupce. Az na dvé vyjimky zakonni zastupci
vyslovili souhlas se zarazenim svych déti do
vyzkumného Setteni.

Metodami sbéru dat byly dotaznik a modelové
situace. Dotaznik zjiSt'oval postoje adolescentli
k informa¢nim a komunika¢nim technologiim
a ke kyberSikané v roviné kognitivni,
behaviordlni a emociondlni. Pro téma
pfedpokladanych motivii k agresivnimu
chovani ve virtudlnim prostiedi tvofil
orientacni a ivodni metodu. Modelové situace
byly koncipovany pro roli potencionalniho
kyberagresora a  zjiStovaly  subjektivné
predpokladané motivy k agresivnimu chovani
(v tomto piipad¢ konkrétné ke kyberSikang),
dale byla zkoumdna ptedpoklddand mira
ohroZeni pro obét, pocity viny ve vztahu k
agresivnimu jednani a pravdépodobnost takové
jednéni realizovat.

Analyza dat byla zaméfena v této fazi
vyzkumu na deskripci a orientovala se na
zjisténi frekvenci vyskytu zkoumanych jev.
Dotaznikové Setfeni pfineslo nasledujici
zjisténi. Internet pouziva 110 chlapct a 134
divek, email 102 chlapct a 126 divek. PC her,
kde se ptedpokladala vyssi frekvence ve
prospéch chlapcii, se t€astni 99 chlapct a 73
divek. Opét predpokladand diference dle
pohlavi respondentli se objevila v pouzivani
socidlnich siti. Facebook pouzivd a ma zde
profil 82 chlapci a 126 divek. Miuzeme

konstatovat, ze divky inklinuji mnohem
vyznamnéji ke komunikaci, sdileni a setkavani
v rovin¢ mezilidskych vztaht, pficemz udrzuji
ty stavajici nebo zakladaji nové (Casto
existujici pouze ve virtudlnim prostredi).
Naproti tomu chlapci maji vyssi tendenci travit
¢as hranim PC her. Toto zjiSténi koresponduje
se zavéry vyzkumného Setfeni  projektu
specifického vyzkumu Konstrukce identity a
experimentovani s identitou na socidlnich
sitich u soucasnych adolescenti — chlapci
vyuzivaji internet, kdyz se nudi a chtéji se
bavit a divky predevS§im pro komunikaci,
vytvareni a udrzovani mezilidskych vztaht
(Stasova, Slaninova, Zumarova, 2010).
Informace o tématu kyberSikany maji
respondenti nejvice z médii — pro 131 je
zdrojem informaci televize, 99 se o
kyberSikan¢ dovédélo na pocitaci a 68
respondentit  ziskalo informace z tisku.
Nésleduje  druhy  frekventovany  zdroj
informaci, ¢ast respondenti ma informace o
kybersikan¢ také ze Skoly.

Kladny vztah ke kyberSikané vyjadril z 250
zaki a studentl pouze jeden respondent.
Naopak proti kyberSikané se jednoznacné stavi
nadpoloviéni vétSina respondentt (73 chlapcii
a 101 divek). Za nebezpecnou povazuje
kyberSikanu rovnéz nadpoloviéni vétSina
dotazovanych, v poméru 67 chlapci ku 101
divce. Ve vztahu k agresivnimu chovani ve
virtudlnim prostfedi bylo zjiSténo, Ze z
celkového poctu 250 respondentli se jako
kyberagresor zachovalo 7 chlapct a 4 divky, a
to pouze jedenkrat. Opakované realizovalo
néjaky druh kyberSikany 5 chlapci a 2 divky.
Ve vyctu konkrétniho jednani se jednalo
nejcasteji o zamykani hraci mistnosti u PC her
— toto se tykalo vyhradné chlapct. Divky se
orientovaly smérem k zasilani textovych zprav
a maild. Predmétem byly v tomto piipadé
pomluvy (napf. na socialnich sitich), napadani,
nepravdivée a  dehonestujici  informace.
Realizované jednani koresponduje s rozdilnou
tendenci vyuzivat virtualni prosttedi dle
pohlavi. V dotaznikovém Setfeni se neprokazal
rozdil mezi vySe zminénym v roviné Casné a
stfedni adolescence.

Z vyhodnoceni modelovych situaci pro
predpokladanou roli agresora byly vybrany, s
ohledem na piedchozi zjiSténi v dotaznikovém
Setfeni, nasledujici formy kyberSikany.



Zasilani zranujicich a vyhriznych textovych
zprav a maill, dale hlasovani a pomluvy na
socidlnich sitich,  zabranovani ve hfe a
napadani protihra¢e pti PC hrach. U vsSech
vySe zminénych modelovych situaci byla
zaznamenana vysokd cetnost zamitavych
odpovédi. Respondenti jsou toho ndzoru, ze k
takovému jednani by je vétSinou nic
nemotivovalo. Drobné rozdily nachazime u
nejcastéji uvedenych variant piredpokladaného
agresivniho chovani. V prvém ptipadé se v 57
piipadech objevil motiv pomsty. Vycet 61
odpovédi vypovidd o kontextu kybersSikany s
vztahy v realném prostiedi a jako motiv je
uveden negativni vztah, nenavist a zlost
smérem k obéti. Méné nez jedna polovina
respondentil predpoklada, ze takové jednéani
znamena pro obét’ maximalni pocit ohrozenti,

coz koresponduje se stejnou  Cetnosti
predpokladaného pocitu viny u
potencionalniho agresora. Hlasovani a

pomluvy na socidlnich sitich predpoklada
ponejvice motiv negativniho vztahu k obéti, a
to v 57 ptipadech, 35 odpovédi vyznélo ve
prospéch motivu bavit se, coz muize
korespondovat s tendenci zejména divek
realizovat kyberSikanu v kolektivu - typ
kyberagresora nazvany trefné ,,sprosty holky*
(Kavalir, 2009). Pro motiv pomsty svédci 31
odpovédi.  Pfedpokladané pocity ohrozeni
obéti vyjadiilo 83 respondentti a 73 zakd a
studentll pocitd s pocity viny, pokud by se
chovali takovym zptsobem. Piedpokladana
motivace realizovat kyberSikanu v rdmci PC
her by byla dle vypovédi respondenti
motivovana zejména negativnim vztahem k
obéti/protihraci, a to v 47 ptipadech. Touha
oplatit obéti to samé jednani byla zvolena jako
motiv celkem 25krat. U této modelové situace
byla zjiSténa diference v pocitech viny

potenciondlniho agresora. Oproti pfedchozim
variantam  kyberSikany respondenti  spiSe
nepiedpokladaji pocity viny a tato odpoved’ se
objevuje 77krat. Je mozné vidét souvislost
mezi motivem oplatit to samé jednani a
tendenci nemit pocity viny. Je zde patrna
tendence obéti ukazat agresorovi, ze to samé
dovede také (viz téma defenzivni identifikace
v uvodni cCasti textu). Pocit ohroZeni na strané
obéti predpokladalo 77 respondentli. nejednali.
Zaveér

Nejcastéjsi a nejvice frekventovanou odpoveédi
na predpokladanou motivaci ke zkoumanému
agresivnimu chovani — kyberSikané, bylo
,»hic. Vétsina respondentt predpoklada, ze ke
kybersikané by je nic nemohlo motivovat a ze
by toto nikdy neud¢€lali. Muzeme hledat
souvislost s adolescentnim postojem, ktery je
striktni. Pro adolescenty je typické tvrzeni: ,,..
mné se to stit nemulze, to bych nikdy
neud¢lal...“ a Casto se ve vysledném efektu
neslucuje se skutecnosti. Castym motivem pro
agresivni chovani byly nenavist a zlost — zde
muzeme predpokladat piesah redlnych vztaha
do virtudlniho prostfedi. Z  doposud
realizovanych vyzkumii vyplyvé, Ze cCasto je
kybersikana v navaznosti na predchozi vztahy
jedincii a online agresivni chovani miize byt
reakci na agresivni chovani v redlném
prosttedi. Rovnéz je virtudlni prostiedi
ptilezitosti pro ty jedince, ktefi se zde ve svém
jednani citi bezpecnéji a jednaji piipadné
anonymn¢ nebo pod jinou identitou.

Prispévek vznikl jako vystup z Projektu
specifického  vyzkum pro rok 2011,
realizovaného na UHK, na téma KyberSikana
u adolescentl (zak. 2118, ¢innost. 1210, prac.
01280).
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